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Confidentialité dans les SGBD

* |dentification / authentification

S

Serveur

22

\Utilisateur
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 Chiffrement des communications

e Controle d’acces sur le serveur

— Autorisations définies sur n'importe quel objet de la BD
« N’importe quel granularité

« Peuvent étre définies sur des objets virtuels (i.e., données
calculées)




Contexte : Evolution des systemes
d’'information

Evolution des sources d'information

— BDs centralisees =» Sources de données largement
distribuées, autonomes, heterogenes

Evolution des modeles de données
— Tabulaires, structurées = semi-structurées, arborescentes

Evolution des modes d’acces a l'information
— Client/serveur =» acces ubiquitaire, Push, P2P...

« Apparition du controle d’usage

— Contrble d’acces = Contrble d'usage
« Exemple : Digital Right Management (DRM)




Exprimer les droits d’acces et d’'usage ?

* Les modeles existants sont inadaptés
— a la distribution, 'autonomie, I'heterogenéite des
sources de donnees
— aux nouveaux modeles de donnees (XML)
— aux differents modes d’acces
— au contrdle d’'usage

Data Mgr




Comment garantir le respect des droits ?

e Contournement de droits

— Attaques de I'empreinte disque
— Attaques internes (e.g. rapport CSI/FBI )

e Detournement de droits

— Violation de chartes de privacite (e.g., rapport IBM-
Harris)

Data Mgr




Attagues sur les données...
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Objectifs de I'ACI CASC

1. Abstraction des concepts a intéegrer dans les
modeles de droits d’acces et formalisation des
procedures d’administration associees,

2. Deéfinition de modeles de droits d’acces
puissants et cohérents pour documents XML,

3. Sécurisation matérielle des données, du
controle des droits et de leur administration.

= I’AC| CASC est organisee en 3 taches
relatives a ces trois objectifs
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Tamper-resistant access control management

e Weaknesses of server-based access control

- External and Internal attacks
 Erosion of trust put in database servers

— Untrusted Database Service Providers (DSP )

— Inadequate for some distribution channels
* e.g., selective dissemination of data

 Emergence of secured client devices
— e.g., Smart cards, secure tokens

* Objectives
- Enforce the access control at the client side
- Focus on XML access control




Existing client-based approaches

* Traditional approaches
— Access rights enforced by means of encryption
— Sharing depends on the decryption keys a client owns

« Static and coarse-grain access control policies

— Right update =» re-encryption and key redistribution
— Up to 2"-1 keys for n user
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Proposed approach

* Access control evaluator embedded in a Trusted
Computing Base (TCB)
— €e.g., Smart cards, secure tokens
— Incorruptible filtering element

— re-establish the orthogonality between encryption and access control
=» Dynamic and fine grain access control policies

Secured | RUI
~~~~~~~~ Channel C ACCGSS Contro ulies

Streaming
Access Rules < Access
Controller rules

Authorized XML flow

Manager | Untrusted
server

Security




Problem Statement & contributions

*Problems
—TCB has a very small RAM memory precluding materialization

—Irrelevant data induces high communication and decryption
costs

—Document tampering may mislead the access control

« Contributions
—Streaming access control based on non deterministic automata
—Streaming indexation to skip prohibited parts

—Tamper resistance f the XML stream enforced thanks to
cryptographic techniques adapted to random accesses

* Application to “Fair Digital Right Management”




The case for Fair DRM

« Why DRM ?
— Killer application for XML access control...
— Our own challenge: Privacy and Fairness in DRM models

 Definition of "Fair use"

— Limited free use of copyrighted material (1976 U.S. Copyright law)
— Broader sense: to preserve the interest of each party (consumers,

content providers, content distributors, etc.)
* Providers’ and distributors’ point of view
— To have strong guarantees against large scale piracy

« Consumer’s point of view
— Possibility to share and loan what you paid for
— To have strong privacy guarantees

« Societal point of view
— Ethic enforcement: protect children against injuring content

— Fair superdistribution: facilitate the access to valuable content for some
categories of citizens: students, needy persons, artists, etc.




Application architecture

_______________________________________________________________________________________________________________________________________________________

ST - 5 Encrypted XML Licenses
Server i» Authorizations specified by: <principal, action, sign, resource, condition(s)>

< ALL, play, ©, //Seq[ViolenceRating > /Profile/Violence]>

XML Personal Data
+ User profile
* Historical data

Encrypted XML Metadata

« XML Fine grain description of
the multimedia data:
» Video Sequence description
» Ratings (violence, sex, etc.)

a fair DRM virtual machine
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